
. ' ' INC'1EASE S.E8URITY, · 
. : • .. . . r .~ ~ - .- ~ , · :., , . . . . 

The mo'st impo:ttant rule. q :f' se.curi ty .is ::to.'L:think before"" j 

acting • . The,re are ;guidelines for security; bu-t they·· will . not : · . . 
be a . pat answe.r of how to act ih.eaoh rsttuati'ori; Careful:Ly : ·a.ss-ess ·· ·~· 

-.wh~t . the .effects. of ;yot+r -action·s would ' be .... ....:- to-r ·yoursel-f, fo·r the· ~ 
persq_!l you,•·re ta$k1ng to' how much further the lnforniad.ori would -
go., for your ·work, for . other members of · the organization , ·for the 
organi~atton. If -in .:doubt , do~ 't say anything. ·· ' · 

: ·, . ~ : ! .. 

1~ There .a~e basically two kinds; of ·1n~ormetiona operi ·ad clG.sed ~ · 
They come under two .differen::t . cs'tegories: Inter Orgarl.. 8.nd Out~r 

I , 

· ,CLOSED 

OPEN 

~ . i . )._: i .' 

· .. ... INTER ORGAN OUTER .iORGAN. • 
don:'t, t .ell any.one ' ' you can tell orgah. 

· el,s:e , .. ~: i r < · · · ""' • oh1y' · · · .. 
you can tell organ.you can tell anyone 

people only 

The labels may be confusing so just be sure to specifically 
ask who you can and can 8 t tell . 
2. Find out from the start ii.f the info. you•re recei ving or 
th~ work you•re involved in is open or closed . 
J. If you have questions about something and you don't know who 
el~e you can tell , take 1t back to the person or fwrmation you got 
it from. Your information, question s and criticisms belong there. 
If your contact is a person and they can't answer your questions 
or disagree with your criticisms , then you should have them take 
it to thmir contact. You do not conduct your own manhunt for the 
responsible party. The same guideline applies for a. <fi:orma.tion; 
here if the response is unsatisfactory, the person: who is the con
tact for information going to other · levels should take the matter 
there. 
4• · Don ° t bring up other organ . work Tn forma tionso 
5 ~ Don°t refer to how busy y'ou' are to external people unless it has 
a good cover---your job fo~ example. 
6o Avoid using names in your notes and on the phone. Avoid 
first and last names, initials , and even' just first names . 
aliases or signals like # for people 0 s names. On the phone 
asing alia.~es if you can . 

using 
Invent 
avoid 

?. Try not to set up meetings on the phone , It you· have to set one 
up over the phone , a.voi'd being speftific · about time am.d place. 
Use 1'same place as before'' if you can. Or arrange the time and/or 
place ahead of time in person and save the phone for as few de tails 
as possible . N·ever say anything on the phone or near the phone that 
you wouldn °t want to see in tomorrow's headlines. 
8. Don ' t have private con~ersations M~ within hearing distance 
of t .he phone- - -newspaper headline rule appliesas in gU:idel ine 
#7. · Move yourselves or phone to another room, cove r phone with 
p'illows, or J Ut a radio or TV on right next to the phohe. 
9~. ~vhen havmnga closed meeting where voices could carry to the hall 
or a partment next door, · use a. TV or a radio · facing the e rea where 
y'<_p>u 1'J'al')t to block the noise. · 
10. Whc-1 driving, check your rearview mirror to see if you are 
b;ej_pg 'folloWeL ~ 



11 .. Be cautious about whe re you .. e.rk-~ .. ,A lot ·can~be told by who's 
seein~ who . This gets reel obvious. :..w:Jien .. there ·~n~e several cars park- :. 
ed around someone~ s _house fo,r a _meeting. .. . .. '-'' 
12. DQn't lsav.e not:Bs<iml!ocked':'":i!rl·' y'c>11r ~ cari; 1 Don•· t· "' l·eaV~ no'tel:> .· .. · ..... :./ .. ~~t ir 
siting on ' tne se~t ·,:era Iacked ·' ear.F ' . . ' I !: ·, :~ .o-•. ·:.:... . .• 

13. Dispose carefully Gf · ·ini. pb:ttant notes, esp,. · with :hames or ~x:c: 
speclf16 detaiis about places. :Eith~r cross ·· o ut · secure: ' informe.tion • .. : 
throughly or ' tnirn ',; l:t·_-:"·Another . Sitti.J>le ~atid e'ffecti Ve ' way ··to dispqse _, . .· . 
of informa tion is by . teE~.ring · it ; up and puttirig ' ·it !into. a ·:blender ; ' . 
with water, it just becomes a mush; c'l:ike :a thick ·_,shake:. :·non°t throw·, 
awaypersonal notes in places like the whse or the bookstore . ' 
14. Don't l 'et peopleF·you ndon't know t n ::;yc:ur house no ·matter -how . 
reasonable their excuse ' seems i ~- a ,meter ·'man, a ·heighbo·r for a fuse 
box . First check out theit reason . If it seems reasonabl e---follow 
them around , don't le~ve them al·one in a .room • . ·.' If' people a -re asking 
suspiclous questions, .·treat · them ~SU£3l;?;L~~QUSLY , give.: no informe·t l!on, 
Md make them l eave when you · leeve. :.~ . 
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